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Central Technical Support Facility

... it is the synergy of being collocated that speeds cycle time
and allows for near real time solution finding and problem
fixing. I'm also very encouraged by your increasing capability

to work issues “virtually” via teleconference, FTP, and
automated updates. You are not only challenging the way we’ll
fight and sustain, but the way we even think about it.”

18 February 2003, BG Michael R. Mazzucchi, PEO C3T
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Central Technical Support Facility

Presented by

Bob Kidwell
Chief, Certification Branch
CTSF Test Cell
Fort Hood, Texas

rkidwell@hood-ctsfmail.army.mil
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Central Technical Support Facility

AGENDA

Who (and What) We Are

What We Do (and How we do it)

Test Accomplishments

e Conclusion
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Central Technical Support Facility
Mission
To rapidly develop, field, and support
leading edge, survivable, secure and
interoperable tactical, theater and strategic
command, control and communications systems

* Provide System of Systems Integration Testing, Configuration
Management, and Field Engineering to Army Digitized (ABCS 6.X)
and BCS Warfighting Units

» Execute OEF/OIF Command & Control Validation Facility
* Execute C4ISR Intra-Army Interoperability Certification

» Execute Material Fielding Exceptions (Non-DAMPL Fieldings)

* Provide Field Engineering Support for all ABCS-based Training and
Real World Events

Bottom Line:

Support Army Digitization and Transformation Requirements
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PEO Program Executive Office
BG Michael R. Mazzucchi Command Contr0| and
Communications Tactical

X0
MAJ Vogelhut

Assistant PEO MrDlgggztpliaies
CTSF Dir, CTSF (Ft Hood) ' |
COL Charles McMaster
Mr. John Perrapato Pentagon LNO
Ms. Mary Quiroz
lll Corps LNO MAJ(P)Ken Rodgers
Mr. Fred Stein MAJ Karl Borjes
I T T T T T 1
Human Business Chief Information Operations Force XXI Horizontal Tech Readiness
Resources Management Office Dr. Deborah Frank Integration Integration Engineering
Ms. Wanda Wohlin Mr. Eric Stern Mr. Emerson Keslar Mr. Chuck Pizzutelli Mr. Joe Johnson Mr. Richard Koval
1 . 1 - 1 1
PM GCC2 PM Intel & Effects PM TOCs/AMDCCS PM WIN-T
COL Stephen Horner COL Fred Coppola Mrs. Yolanda Hodges COL Thomas Cole
| |
PM FBCB2 Special Projects Office PM TRCS
COL Nickolas Justice COL Nickolas Justice Mr. Gary Martin (acting)
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Central Technical Support Facility
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Central Technical Support Facility
o EPG Instrumentation Suite

Starship

[ ]
[ ]
o o . °
[ )
C3 Driver °© °

GuUI . c .

° A °

[ ]
[ ]

 —— L[] [ ] °

.. °

° N .

[ ]

LEGEND

[ 1 Windows NT Platform

Stimulation Links for Lower Tl (JVMF) and
Upper Tl (USMTF)

Monitoring Taps
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Address Status

ABCS Status

C2 and H&S 9
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The STATS...

264,000 sq ft Facility of which 38,425 square feet are
dedicated to integration, testing and certification (which
also includes SW integration, testing Configuration
Control, SIM/STIM integration and tactical
communications integration).

Fully wired Infrastructure with tactically representative
routers, switches, hubs, fiber, 10Base2, 10BaseT and
video to provide flexibility for test and exercise
reconfiguration.

Instrumented facility for data collection and reduction
with Computers and Communications equipment to
support a vehicle platform to Corps level architecture, fully
instrumented with SIM/STIM and data collection/reduction
capability.

-Central Technical Support Facility

Hardware Vehicle Install Facilities

» Approximately 40,000 sq Ft

* 4 Large Bays

* 10 Small Bays

Centralized Shipping and Receiving

» Centralized shipping and receiving for all
organizations located at the CTSF

Digital Maintenance

* Common Hardware Repair

» Cable repair and fabrication

Training Facilities

o 24 Classrooms (includes the Configurable

Confiquration Control Capability to support integrax'%ﬂ\0 Tacticar@perations Center (CTOC))

and fielding of Software

High Speed Communication Links to facilities at Ft.
Hood (i.e., Battle Simulation Center Bldgs, the Close
Combat Tactical Trainer) and externally to sister service
sites, battle labs and contractor facilities.

Established Processes to support integration, testing,
configuration management and training “Go to War”
software.

missions
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ver 580 soldiers, government

civilians, and contractors form

the Team of the CTSF to
upport, maintain & sustain
Army’s digital systems
supporting new and varied
loyed world widé.
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Central Technical Support Facility _

AAIl Corporation
ABTech

AERA

ARL
ASAT-ASAS
AST

Austin Ino Systems

BIC

Booz-Allen & Hamilton

BPV/DaVinci
C31-AMDWS
Camber
CAS

CATC

Coleman Research Corp.
COLSA Corporation

Computer Science Corporation
Computing Devices
Computing Technologies

Cubic

DaVinci
DCMC-Dallas
DCMDW-GBONA
DMSO

EER
ELMCOINC.

Eclipse Networks
ENSYNC

EPG

ESP Incorporated
EWA

FC Business

General Dynamics

IITRI

ILEX

ITT

JB Management
JPSD

Lockheed Martin
Logicon
Madentech
Mantech

MITRE
MSA/ATEC-AEC
NewTec

Nichols

NIMA

Northrop Grumman

NreTec
PKMM

Contractor Team v

Eagle Support Svcs

Proactive Communications
PTG

Raytheon

Robbins — Gioia LLC

SAIC

Shonborn-Becker Systems Inc
SIGCOM

SIMCI (Anteon)
SYTEX
TASC
TEK

Telesis 75

Telos Different
TEXAS A&M

Titan Contract
TRAC-WSMR
UDLP

United Defense
University of Texas
VEA/GDIS
Vitronics

Volt
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Central Technical Support Facility
Government Team

Tr rmation

CTSF

PM, GCC2

GCCS-A, MCS, CSSCS, , CTIS, Common SW

PM, Intel & Effects

ASAS, AFATDS, IMETS

PM, AMDCCS/TOCS

AMDWS, FAADC2, TOCS, PLATFORMS, Common HW, A2C2S, BCTOM

FBCB2 FBCB2, BFT

PEO, C3T
TRCS EPLRS, INCS, NTDR, SINGARS
WIN-T ISYSCON V2, ISYSCON V4, SPITFIRE, SCAMP, SMART-T, GBS
Force Integration Systems Architecture
Readiness Engineering Battle Command NET

PEO, STRI JANUS, Storm, C3 Driver
PM, Aviation Systems ATC - TAIS; Aviation Mission Equipment; Scout/Attack — Kiowa Warrior
PM, Apache Attack Helo Longbow Apache

PEO, Aviation

PM, Comanche Commanche
PM, TUAV TUAV
TPIO ABCS

TRADOC National Simulation Center | DBST, RTM
BCTID (Warrior-T)
Help Desk / CATC

CECOM
RDEC CAPES
OoTC Test Support
ATEC -

EPG DAUVS, Instrumentation, Test Support

University XXI

Texas A&M, UT Austin

TRAC-WSMR

Information Assurance

PROGRAM EXECUTIVE OFFICE COMMAND CONTROL AND COMMUNICATIONS TACTICAL




Test Floor 4a
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©Y Central Technical Support Facility___ﬁ ‘
— - Communications Room Capabilities ‘ol ~

Patch
Panels

TOC
INCs
and

Instrumentation : Radios

Computers

14
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Central Technical Support Facility

T (The Right Partnership) B

TEST
COMMUNITY
ATEC & OT

[ | | |
SYSTEMS CONFIGURATION TEST
HEERITIEE ENGINEERING MANAGEMENT (EPG)
MODELS /
’ ‘ TRAINING SIMULATION

TRADOC
Battle Labs
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Central Technical Support Facility W
CISF

Extended Capabilities

Capability to integrate locally deployed units into
scenario play driven from the test floor

Capability to conduct remote (distributed) testing

Established relationships with many
organizations

Tactical TOC Checkout program (includes
A2C2S, BCOTM and C2V).

17
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Central Technical Support Facility CTSW

Extended Capabilities

 Over 80 separate contractors and organizations
assigned to support the CTSF

e On-site presence from other PEO’s, PM’s, OTC,
EPG

 Local access to MSE, ground combat systems,
aviation assets

18
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Central Technical Support Facility M
CTSF Test Process

The CTSF’s focus is on end-to-end, multi-thread/multi-echelon testing with
realistic operational simulation and simulation based on information and data
exchanges. The following characteristics are endemic to CTSF testing:

» Testing is conducted on a physically secure floor, with tight configuration
management (CM) procedures.

« Test events are generally executed one at a time, in an isolated environment.

 Instrumented data collection compliments the manual data collection from
operators, data collectors and the test officer.

« Software changes, fixes and patches are not allowed during testing.

* An event must successfully execute three consecutive times to be considered
successful.

* The test is executed from a test case, prepared by the test officer.

* The test case may be in the form of a Master Event List (MEL). 19
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L) Central Technical Support Facility c

CTSF Test Process

Determine Test Requirements

'\

Develop Test Threads/Test Cases

Develop/Configure Architecture
Run Test Cases/Collect Data
Assess Data vs Requirements

Report Results

_/

Standard
Process

Based on Test

Community
Standard

20
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Transformation

CTSF

Central Technical Support Facility

Test Requirements

Type Characteristics CTSF Use
OV-5 & OVé6e System by System New format — Will use when
Discrete Events available — can define AUTL
mission threads
Comms & Echelons
CIDD System by System Not a widely accepted format —
: Very useful for the CTSF — defines
Discrete Events AUTL mission threads in detail
Comms & Echelons
IER No Echelon info Not very helpful — may be used to
No System info verify that threads are _complete,
however, does not define a
Interface info only mission thread
ACCS-A3-400- Specific to ABCS Systems | Helps with ABCS testing but not
013E Not TSM Approved with non-ABCS system testing

PROGRAM EXECUTIVE OFFICE COMMAND CONTROL AND COMMUNICATIONS TACTICAL
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entra ecnnica uppor acClil V' %
CTSF

Test Plans

Development of the test plan requires complete test requirements. Planning
cannot proceed until we are satisfied that the TSM approved test
requirements are complete enough to allow the test officer to complete the

following tasks:

* Develop the test architecture

« Ensure mission threads will execute on architecture
» Determine if there are shortfalls in hardware or software (availability)
* Resolve shortfalls
» Document shortfalls (Test Limitation)
« Determine (and task) level of staffing required
* Operators
* Engineering staff

e Instrumentation staff
22
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Central Technical Support Facility

Test Plans
PM Supplied | | TSM, PM and
TSM Approved . . CTSF Agreement

Test I I
Requirements ) )
[ [
[ . [
- »| CTSF Analysis _
| |
[ [

= - > Test Case
[ [

T-90 Days T-90 thru T-30 T-30 Days

Days
_vays -
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Central Technical Support Facility
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Central Technical Support Facility___

Div TOC
recB2 || mMcs | |aFatDd| | Asas | |csscs| lavpws FQQ.D TARN
CAS i i i
> Tactical Air Request (Voice) Net
Reque
Bde TQC * st
TACP csscs| |ambws Fé';D
ASOC CAS
Mission
Bn TOC — Allocation
CSSCS
CoTOC
@_ 9-Line Brief and Adjust
Attack Voice/Data Voice/Data
®
Pltn D
FBCB2 . .
System 8 Original Action
Sensor Forward/Info Action
FO = (Number denoted sequence) CAsS =
or FAC
Voice/Data Y
Abrams Alternate CAS Mission
Sources e

AWACS

Ely

andwarrio

Fire Support Thread To Close Air Support
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CTSF Test Accomplishments

26
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CTSF Test Accomplishments

« ABCS Baseline Testing
e Certification Events

« Simulation/Stimulation Interoperability
Assessments

 Army Software Blocking

27
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ABCS
Interoperability
Baseline

Testing

+

How We Test

» Determine Test Requirements
o Write EDP

» Develop Test Plans/Threads

» Develop Architecture

» Build Architecture

* Build Automated Data-
Collection Architecture

Run Test

Central Technical Support Facility

TﬁMﬂ

CISF

What We Test
*»* ABCS **
« MCS  AFATDS « DTSS
* ASAS * IMETS « DTSS Map Svr
« CSSCS * TUAV « CGS
« AMDWS . FAAD-.EO « JSTARS
- FBCB2 * MCS-Light « DTSS-L
« GCSS-A « ASAS-Light TBMCS
ABCS 6.2 Architecture

ARCSGE2-IBCTTest . -
sacac -

R 48
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SAISIAA 3 DEC 2000

MEMORANDUM FOR SEE DISTRIBUTION
SUBJECT: Intra-Army I nteroper ability Certification

This memorandum establishes an intra-Army interoperability certification requirement for communications/data inter faces for all
Army operational-through tactical-level command, control, communications, computersand intelligence (C4l) systems.

Under the pr ons of the DOD Directive (DODD) 4630.5, C
Communications, and Intelllgence (C3I) Systs

6212.01B, Inter ility of National Security Systemsand Infor manon Technology Systems, May 8, 2000, the Joint
Interdperability Test Command (JITC), a component of the Defense Information Systems Agency, conductsjoint level interoper ability
certification and recertification testing for C3| systems. Thistesting currently appliesto C3I systems only (reference Army Regulation
73-1, Test and Evaluation Policy, February 27, 1995, paragraph 4-2b(8) and 4-4b(5)) and is not sufficient for certifying horizontal and
vertical interoperability for intra-Army C4l systems at the operational and tactical levels.

egration of Command Control,

Intra-Army interoper ability certification appliesto all Army operational-through tactical-level C4l systemsprior to releaseto the
field, regardless of the acquisition category. Communications/data interfaces testing in support of intra-Army inter oper ability
certification will be addressed in Operational Test Readiness Reviews and considered entrance criteria prior to decision reviews,
operational testing, and materiel release. Any modificationsthat impact previously established interface requirementsto fielded systems
requirere-certification prior to approval for materiel release.

Once a system is certified asinteroperable, it is consider ed a base case system. The Program Manager or System Manager shall make
no unilateral changes to the base case system that have the potential of affecting inter operability unless agreed to by the Director, Deputy
Chief of Staff for Operations and Plans (DCSOPS) Directorate of Integration. If requested changes are approved, the Program M anager
or System Manager must bear the re-certification cost of all affected systemswithin a period not exceeding 12 months from date of
approval

Thefollowing responsibilities are assigned:

a. The Director of Information Systems for Command, Control,
Communications and Computerswill:

(1) Serveastheintra-Army interoper ability certification authority. The certification authority may be delegated to the system
milestone decision authority. All certification actionswill bereturned to the test facility for distribution and record keeping.

(2) Approvethe Central Test Support Facility (CTSF) test requirements and criteria for theintra-Army inter oper ability testing.
b. Director, DCSOPS Director ate of Integration isthe approval authority for interoperability changesto a base case system.

c. The Program Managers and System Manager swill program and budget funding for inter oper ability testing. The Program
Managersand Systems Managers, in coor dination with the U.S. Army Training and Doctrine Command System Managers, will provide
the CTSF with a set of approved test requirementsand criteria for intra-Army inter oper ability testing. Intra-Army inter oper ability
testing and certification will be addressed in theindividual program Test and Evaluation Master Plan or in atest concept document.

d. The CTSF, operated.and funded by Program Executive Office, Command, Control and Communications Systems and located at Ft.
Hood, Texas, isidentified as theTtra-Awmy inter oper ability testing facility to perform the communications/data interfaces testing. CTSF
testing in support of theintra-Army certification processwillnot duplicate or limit testing conducted by the JITC, the U.SArmy Test
and Evaluation Command, or other test activities. The CTSF conductSThereguired intra-Army interoper ability certification testing and
providesthetest resultsto the certification authority.

Thefollowing definitions are provided:

a. Intra-Army I nteroperability Certification. Confirmation that the candidate system has under gone appropriate testing and that the
applicable standards and requirements for compatibility, inter operability, and integration have been met.

b. Interoperability. The ability of the systems, units, or forcesto provide data, information, materiel, and services to and accept the
same from other systems, units, or forcesand to use data, infor mation, materiel, and services so exchanged to enable them to operate
effectively together.

c. Operational-through tactical-level C4l. Infor mation systems designed to support from Army For ces headquarter s down to the squad
level.

Thispolicy is effectiveimmediately. Point of contact for thisaction isMs. Marlu Vance, commerical: (703) 697-4883, DSN: 227-4883,
email: Marlu.Vance@HQDA.Army.Mil

(signed) (signed)
PETER M. CUVIELLO Paul J. Hoeper
Lieutenant General, GS Army Acquisition Executive

Director of Information Systems
for Command, Control,
Communications, and Computers

of the acquisition category. Communication
support of intra-Army interoperability certifi
Operational Test Readiness Reviews and co
prior to decision reviaNs operaIionaI teﬂing,

Paul J. Hoeper

Army Acquisition Executive
(December 2000)

Command, Control and Communi
Hood, Texas, is identified as the int
facility to perform the communicatic
testing in support of the intra-Ar

duplicate or limit testing conducted
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Test Authority:

IAW the Hoeper Letter dated December 2000:

“The CTSF ... is identified as the intra-Army
interoperability testing facility ... conducts the
required intra-Army interoperability
certification testing and provides the results to
the certification authority.”

30
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Transformation

Central Technical Support Facility W
CISF

Four System Categories

1. Systems Requiring Certification — C4|! systems which create, send,
receive, manipulate, parse and use information.

2. Systems Requiring a Waiver — Systems that have intra-Army
Interoperability requirements, but cannot currently meet the requirements.

3. Systems Not Applicable - Systems without an organic C4l interface
(current or planned) are categorized as “exempted from IAIC testing”.

4. Systems Requiring an Interoperability Assessment - Systems which
meet the requirements outlined in this SOP and are required to conduct
interoperability testing as entrance criteria to another test or exercise, but
are not scheduled for an operational test or material release.

31
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Central Technical Support Facility %
CISF

HQDA Guidance

» Project Managers will complete Intra-Army
Interoperability Certification Testing prior to
submitting their system to JITC for joint testing

» Testing will consider all interoperability
requirements

» Requirements which cannot be tested will

be listed as “test limitations” in the test plan

32
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CISF

Version Z
OEF TEST ARCHITECTURE 7 Mar 03
XXXX (THEATER) 3 SVR (Exchange, SQL, Web)
AFATDS | AMDWS ASAS |- CSSCSs

Simulation Feeds
| GCCS 13

DBST DAUVS

BFT| DATA BROKER
ABE ’—‘ASAS — AFATDS || ASAS || ASASL - IOSV1& V2 | LAWS/ADOCS

Els || ccs || RM
XXX (CORPS)

XX MEF
ADOCS ADS| | AFATDS AMDWS ASAS ASAS-L -

Central Technical Support Facility

CSSCS DCTS-Svr DTSS AFATDS -
GCCS-13 IMETS IDM-T TAIS DCTS-PC

Il (CORPS REGT)

AFATDS AMDWS ASAS - CSSCs -

XX-1(DIGITAL DIVISION MAIN)
AFATDS AMDWS ASAS ASASL

XX-2 (DIGITAL DIVISION MAIN)
AFATDS AMDWS ASAS

XX-3(MCSLIGHT B DIVISION MAIN)

3SVR AFATDS AMDWS
D DTSS/MAP SVR |

= = oo

XX-1 (DIGITAL DIV REAR)

DCTS-MCU

XX-2 (DIGITAL DIV REAR)

XX-3(MCSLIGHT B DIV REAR)
ASASL | csscs DCTS-P TAIS CSSCs CSSCS || TAIS
X-1(DIGITAL BDE MAIN) AFATDS | | X-2(DIGITAL BDE)

X-3(MCSLIGHT B BDE)

- - AFATDS| AMDWS || AsAs

| DCTS-MCU ‘ DCTS-PC

|1 (DIGITAL BN MAIN)

-2 (DIGITAL BN MAIN) -3 (MCSLIGHT B BN MAIN)
AFATDS | ASAS | FBCB2 - AFATDS || ASASL -
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Central Technical Support Facility
Time SensitiveT argeting (T ST) Process

FIND TRAGK B TARGET | ENGAGE P ASSESS

N
FINDERS _ DECIDERS SHOOTERS

SIMEX 11 Overall Architecture

CTSF/IIWS
«-TextCbatlV.erhal COOFAiRIGR: < nrrunrana P
UsSM Ti UAV/GH
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fCentraI Technical Support Facility-“ .
67
BFT System Architecture |

VSAT

Operation Center
-
A MTS Ctr.
CCs1 CCS2 Station
JVMF | I | SBU
R |

st [Bs2]
L-Band
Om---m g AUX

Bridge
MTS-Equipped AUX
Platforms L-Band =

Ground Station Ascll DI SBU
64 Kb L-Band —_——
Ground Station
EPLRS EPLRS %
Only Net N
~ JVMF LAN
TBD Internet ‘ AUX
or Leased Line
Bridge
/B TF
Server 10S
ascil (TBD)
FAAD
+
TADIL-J
(&
=
]
wn
o F — FBCB2 System
. Cm— M — MTS System
Link-16 "'-..'_,,..-- E - EPLRS Radio
Reachback Aircraft : R — Router
SAT [ - EOF External Sys I/F
[l - Possible System I/F 35
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Wy Central Technical Support Facility T
49 21 Strategy o

i Carren
i — urrent:
K-Vacant ; N — Four+

Army C4l
Baselines

EO CY04
Target:
wo Baselines

EO CY06
Target:
One Baseline
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Transformation

Central Technical Support Facility s

Software Blocking Planning Schedule

9/01 6/02 4/05

Prepare| Block 1
Execution

06/02 10/03 10/06

Block 2
Execution

10/03 04/05 04/08

Preparation

Preparation Block 3
Execution

04/05 10/06 10/09

Core System: A system that provides the Preparation EB'OC'<t_4

0no a oMo o Xecution
critical overall operational capability being
. : . : 10/06 04/08 04/011
incorporated in Block 1; will require e
certification and operational Evaluation Preparation Execution
participation. 04/08 10/09 10/12

Block 6
Execution

Preparation

Enabler: A system that is key to supporting
interoperability of core systems but may not
require certification or operational evaluation.
If a system requires certification it will be
done as part of Software Blocking.

Interfacing System: A system that provides

a significant capability and is required to

undergo certification but not operational

evaluation as a part of Block 1. 37
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Conclusion
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CTSF Test “Lesson Learned”

The CTSF test and support processes are continually refined based
on analysis of test requirements, PEO C3T Guidance and HQDA
Guidance and customer needs ;

Lessons Learned

Since the Hoeper memorandum has been published requiring IntracArmy
Interoperability Certification testing, three M& S systems have gone through, or are
going through, certification testing. The DBST in Dec 00/Jan 01, the RTM in Jul
01, and the C3 Driver in Jan 02. The lessons learned from each event have
contributed to our knowledge and understanding of the certification process and, in
fact, to the development of the CTSF Certification Standard Operating Procedures
(SOP). An examination of these certification tests and their lessons learned is
beneficial not only to avoid repeating the same mistakes, but also to understand
certification’s evolution over the last twelve months and future evolution in
support of software blocking.

Breaking New Ground: Simulation to C4l Intra-Army Interoperability Certification
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In Conclusion, The CTSF is .....

> A relevant integration and testing facility to the Army — not
just the Digitized Forces (lll Corps (41D, 1CD) & SBCTSs)

» An independent assessor of Army-wide systems using a
transparent set of processes that provide a complete,
honest evaluation to developers and Warfighters

» A digital interoperability assessment facility focused
toward C3l interoperability across disparate Army-
wide and Joint systems to provide SA/SU and CROP

> A Software Center of Excellence for C4ISR
systems at all command and control levels

» A valued and critical enabler supporting
Information as an element of combat power
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In Conclusion, The CTSF iIs .....

» CTSF is a task organized, multi-disciplined organization

» Capable of rapidly maturing software through
a rigorous test-fix-test methodology

> In a multi-echelon, end-to-end test and
evaluation environment

» Utilizing both manual data collection
and state-of-the-art instrumentation
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